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(57) ABSTRACT

In a business where a database tracks customers and manages
customer accounts, a method and system correctly link
accounts with customers. The method entails reading cus-
tomer information for a first customer and for a second cus-
tomer, and then utilizing personal identification information
obtained from other sources to determine if the first customer
is the same as the second customer. If the first customer and
the second customer are the same person, the first customer
and the second customer are identified as being the same
unique person. Accounts associated with the two customers
are identified as belonging to the same unique person. Viewed
another way, the method and system of the present invention
takes an existing database of personal identification informa-
tion, and cross-references that database against other sources
of'personal identification information to identify persons who
appear to be separate persons, but who are actually one and
the same individual.
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Sample External Data

John B Boe
i 9478 Sycamore SL
Au X 85341

!
i

Previous Consumer Addresses:

Current Consumer Address
48 Doe
1234 LBJ Freeway

Houston, TX 86032

Current Address Attributas:
Type of Address: Residential
fame {0 Address Reliabiiiy: High

Consumer Na

JB Doe

£
John 8. Do

Feported Phones:

5-008B(H)

USPS NCCA Matchesy
fndividual Move 1988

Business info:
J48 Doe, Boe Frinting, Inc,

3 Main ef, Houston, TX 98111
555

555-555-5089(H) B56-585-1 205(%)

Q87-85-4

&8N Attrihutes for

123-45-6783:

Used by multiple people: No

Belongs to des o Mo

issuad Date Rang
§40-1948

issuad Stale: OK

i@

2 J. Smilth 10 Main 86 Austin, TX

Provious Consumer Addresses?

a

Consolidated
Database

John B. Dog¢

Houston, TX 96032 =
SEN: Y23 -45 6789
Date of Birthy, 1943

1234 LEJ Freeway e

Contratized Repository For Sample External Dala

08

Pravious Consumer Addresses:

Current Consumer Address:
38 Oos

1234 LBJ Freeway

Houston, T 88032
123-45-5785

555-585-1288(W)
555-555-0098(H)

iohn B, Doo Consumer Names: Date of Birth:
C’d.?'é S:'c,arnf\re st JB Doe John B, Doe 1943
PORRVIRE RO Jahn Doe 03121443
Austin, TX 88341
ane Reported Phones: Reported $9Ms:
T 556-565-8668(H) 123-45-678¢ (Maost fraquently

repostad)
987-66-4321

L8PS NCOA Matches:
individus! Move 1889

Current Address Attributes:
Type of Address: Residential
Name tc Address Reliability: High
ISPS Deliverability Score: High

Businass Info:

JB Doe, Doe Printing, Inc.

SON Attributes for 123-45-878%:
SSN used by multiple people: No
33N belongs o deceased: No
lssued Dale Range: 1340-10486
Issued State: OK

8 Main Strest
Houston, TX
96111
555-555-0098 (W)

FlG. 6
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w/,»HZa

Sample CLIC Database

Jobhn B. Doe

1234 LB Freewsy ALY
Houston, TX 96032~
Phone: 5535 555-8989

402 L

Now Account:
Basic Gold Rewards Card

I8 Doe
310 Doc Printing, Inc. 2
™. & Main Street -
Basic Blue Card Houston, TX 95111
Phons: 555-555-0098
1088

—

Sample Centralized Repository For External Data

Public Record USPS NGOA Cradit Bureau
{Home Purchass) John 8 Doe Whjéeggeges . John B Doe
John 8 Dee , i 234 18] Fraeway
s S 1234 LB Freaway < R
1234 RS Freww;i}i doved From: Hougton, TX 86032 Houston, Tk_,965332
Houston, TX 86032 | | 9876 Bycamore St §56-655-8086 (H) 123-45-678%
123-45-8788 Austin, TX 85341 e 1843
. 355-5585-1286 (W)

GConsultant Dala
John B Doe
Q876 Sycamore St |
Austin, TX 85341

123-45-08769

Moved To:
1234 LBJ Fresway
Houston, TX BEO32
. Date: (171293

Conzuliant Data
John Doe
1234 LBJ Fresway
Houston, TX 98032
123-45-6788
03/21/1843

Consuitant Data
4B Doe
1234 LBJ Freoway
Houston, TX 86032
133-45-6768
555-555-6088 (W)

Cradit Bureau
John Boe
9878 Sycamore 81,
Anstin, TX 28341
123-45-6788

555-505-1288 (W)

{,»—-SG(‘E

Web Pages
48 Dos
Dos Printing, e,
& Main Strest

Houston, TX 881141 |-

555-555-0008 (W)

J,m,s'ﬂ 4

Hlustration of Initial Rudes

FIG. 94




U.S. Patent Apr. 26, 2016 Sheet 12 of 18 US 9,324,087 B2

(ol
L
L]

s
o~

e
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%

Customer D §7785321

John B Dos

Billin ess:

| 1234 LBJ Freawa

Houston, TX 88032

SN 123-48-6738

Rasic Gold Rewards Plus Card
DOB: 1843

Phone: 555-5558-88488

A\

Link Accounts - 704
] '
To Same Customer ID 7

M2

.,
o,

Customer D 87758324
JB Doe

Billing Address:

1234 LBJ Freeway N
Houston, TX 86032
S8N: 123-45-8789
Basic Blue Card

DOB: Blank

Phone; 585-555-0088

FIG. 88
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George F Doe
111 Apache Way Unit 111

{regrge F Doe
P&L Automotive
10¢ Foundry §t
I~ Flirabeth, NJ 63032
™,

7
Newark, NY 09123 ; 7 104
Basic Bloe Card 1 J
SSM:111-22-3333 4

DOB: 1948

Basic Gold Rewards Plus Card

B ' N
&, Porsistent ID (45034377 A GEN: 111-32-3313

™.,
Phone: 444-555-1000 ~d

Sample Secondary Link Rule

Exact Match on Full Name and SSN
No Generation Code Conflict

S
\

L DOB: Blank
Phone: 444.555-8986

initial recommendation did not link
because of low reliability
assoctating the consumer nams
with the business address.

X
N708A
FiG. 10A
1010
\\'
\t A012
¥

Standey € Dios

22222 Canvon Links Ct s 222322 Canvon Links Ct

San Jose, CA 96453 San Jose, CA 964573

Basic Blue Card ,«‘*’E e Basic Gold Rewards Plus Card

SEN: 999-88-7777 Py S\\ SYN: Blank

£ siste 322 )
DOB: 1938 \@\P“"*”““"‘t 10363222395 7 DOB: Blask
Phone: 333-555-1000 ~ s Phone: Blank

Sample Secondary Link Rule
Exact Match on Full Name and Address
No Generation Code or SSN Conflict
{Blank SSN = N¢ Conflict)

\’:
b

3

FIG. 10R 7088

Initial recommendation did not link
because SSN missing on Gold Card,
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w,w-m?()ﬁi, 710
,@%
identify a set of customers as being — 102
a single unique customer, -
Recommend that aif customers in the set be —~—~ 1104

consolidated into a single unigue customer,
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METHOD, SYSTEM, AND COMPUTER
PROGRAM PRODUCT FOR LINKING
CUSTOMER INFORMATION

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of claims priority to and
the benefit of, U.S. Ser. No. 11/529,604 filed Sep. 29, 2006
and entitled “METHOD, SYSTEM, AND COMPUTER
PROGRAM PRODUCT FOR LINKING CUSTOMER
INFORMATION.” The 604 application claims priority to,
and the benefit of U.S. Provisional Patent Application Ser.
No. 60/722,038, filed Sep. 30, 2005. Both of which are hereby
incorporated by reference in their entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention generally relates to managing cus-
tomer information within a database, and more particularly to
ensuring that most or substantially all customer accounts are
correctly linked to appropriate customer information within a
customer database. The present invention further relates to
ensuring that most or substantially all unique customers are
not erroneously identified as two or more customers, but are
instead correctly identified as being a single unique customer.

2. Related Art

Customers often have more than one account established
through a business, especially with a service-oriented busi-
ness such as a financial services company or an insurance
business. In the case of the financial services industry, for
example, a single customer may have any combination of a
personal bank account, a mortgage, a line of credit (such as a
home equity line of credit), a personal credit card, a business
credit card, a rewards account, and one or more investment
accounts with a single financial institution. In the insurance
business, a single customer may have any combination of
health insurance, auto insurance, home owners insurance, and
other kinds of insurance protection as well. Even with non-
service businesses, a single customer may have multiple
accounts. For example, a single customer may have one
account with acomputer supply company for home purchases
and another account with the same company for small busi-
ness purchases.

It is important for a company to recognize that all of the
customer’s accounts belong to a single customer and to link
those accounts, in order to appropriately market to the cus-
tomer without overloading the customer. In addition, each
customer may have preferences with respect to their privacy,
and with respect to a variety of matters related to the man-
agement of their accounts. It is important for effective busi-
ness-customer relations that these customer preferences be
respected in relation to all accounts associated with the cus-
tomer.

Further, ensuring that all accounts for a given customer are,
in fact, accurately associated with that customer is vital for
businesses which offer decision-support to their customers,
as is the case, to name just one example, with a financial
service business that provides portfolio and asset manage-
ment. The correct linking of accounts with a customer can
improve the accuracy of the financial company’s estimate of
the financial status of the customer.

In practice, accurately linking accounts with a single cus-
tomer proves to be a non-trivial undertaking. It is possible to
associate one or more accounts with a single customer based
onunique customer identifying information, such as the cus-
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tomer name, social security number, date of birth, address,
and other distinctive or unique identifiers. However, the asso-
ciation process is fallible. For example, sometimes some
information is not collected; if a customer’s business is apply-
ing for a credit card, for example, then a tax ID number may
be collected rather than the customer’s social security num-
ber.

It is also possible that variations may creep into the way a
customer’s name is recorded, or the way the address is
recorded, or simply that errors are made during the process of
collecting customer identifying data. People change
addresses over time, or change their name, which can thwart
efforts to make account associations based on the name,
address, or other time-variant identification data. There are
other factors as well which can contribute to a failure to
correctly identify that two or more distinct accounts are actu-
ally associated with a single customer.

Still another factor which makes it difficult to effectively
recognize which accounts are, in fact, associated with a single
customer is the size of many businesses. A large service
business, such as a large financial institution, may have mul-
tiple business units. Often, these business units do not effi-
ciently or effectively share information, since in some cases
data processing may be distributed over multiple computer
systems and software systems. As a result customer informa-
tion can be fragmented over these multiple data processing
systems and their associated databases.

It is also possible that accounts can be incorrectly linked,
i.e., that accounts which actually belong to two separate cus-
tomers become associated, within the business database, with
a single customer. This can happen through various errors in
data association or the data association process, and can also
occur as a result of deliberate fraud by third-parties, e.g.,
identity theft.

Still, it is essential that the linking of customer accounts be
accurate, so that accounts from two different customers are
not incorrectly linked and/or that accounts belonging to the
same customer are not left unlinked.

Given the foregoing, what is needed is a method, system,
and computer program product for linking customer informa-
tion. In particular, what is needed is a method, system, and
computer program product that provides a substantially com-
plete and accurate view of product relationships for prospects
and customers across all lines of business, products and ser-
vices, no matter how large the company or business may be,
and no matter how diverse the product lines or service lines.
The method, system, and computer program product should
ensure that there is no redundancy in customer identification,
i.e., that one single, unique customer is not erroneously
viewed within the company database system or systems as
being multiple customers. What is further needed is a method,
system, and computer program product to ensure that all
customer accounts are correctly linked to the appropriate
customers who own the accounts, without any erroneous
linkages.

BRIEF SUMMARY OF THE INVENTION

The present invention meets the above-identified needs by
providing a method, system, and computer program product
for linking customer information. This method is referred to
as the customer linking and identification capability (CLIC)
method, or as the “CLIC method” in brief.

In one embodiment of the invention, the CLIC method
comprises collecting internal customer account data into a
consolidated database, and then searching one or more exter-
nal databases for personal identification information which is
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related to customer account data, wherein the external data-
bases are not part of the company’s in-house repository of
customer data. An analysis is performed to compare internal
customer account data with the externally obtained personal
identification information so as to determine which accounts,
previously listed as belonging to separate customers, actually
belong to the same customer. Linkages are then created
between all accounts belonging to a single, unique customer.

Further embodiments, features, and advantages of the
present invention, as well as the structure and operation of the
various embodiments of the present invention, are described
in detail below with reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE
DRAWINGS/FIGURES

The features and advantages of the present invention will
become more apparent from the detailed description set forth
below when taken in conjunction with the drawings in which
like reference numbers indicate identical or functionally
similar elements. Additionally, the left-most digit or digits of
a reference number identifies the drawing in which the refer-
ence number first appears.

FIG. 1is a system diagram of an exemplary business intra-
net environment and external network and database environ-
ment in which the present invention, in an embodiment,
would be implemented.

FIG. 2A is a flowchart illustrating a customer linking and
identification capability (CLIC) process according to one
embodiment of the present invention.

FIG. 2B is a flowchart illustrating a CLIC process accord-
ing to an enhanced version of the embodiment of the present
invention illustrated in FIG. 2A, showing additional steps
which may be advantageous to perform.

FIG. 3 is a system diagram illustrating possible sources of
internal customer account data at a representative business,
and further illustrating the consolidation and filtering of that
data into the consolidated database.

FIG. 4 is an example of representative customer account
data being imported into the consolidated database.

FIG. 5A is a system diagram illustrating possible sources
of external personal identification information, and further
illustrating the importing of that data into the centralized
repository for external data via a matching and filtering pro-
cess.

FIG. 5B is a block diagram illustrating representative cri-
teria that may be used in an embodiment of the invention to
determine which external data corresponds to customer data
in the internal consolidated database, and therefore which
external data should be imported into the centralized reposi-
tory for external data.

FIG. 6 is an example of representative external personal
identification information which is matched and filtered for
import into the centralized repository for external data.

FIG. 7 is a flow chart of a method by which linkage rec-
ommendations are made, and linkages established, between
customers and customer accounts in one embodiment of the
present invention.

FIG. 8 is ablock diagram showing both the flow of data and
the data processing entailed in making an initial linkage rec-
ommendation in an embodiment of the present invention.

FIG. 9A is an example of how the initial rules may be
applied to analyze external personal identification data in
relation to a customer listed in the consolidated database.

FIG. 9B is an example of how the initial rules may be
applied to link two customer accounts.
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FIG. 10A is a first example of a secondary linking rule, and
the application of the rule to a customer linkage.

FIG. 10B is a second example of a secondary linking rule,
and the application of the rule to a customer linkage.

FIG. 11A is a flowchart showing the detailed steps of the
linkage recommendations involved in steps 704 and 710.

FIG. 11B is a flowchart showing the detailed steps for
linking customer records, formerly treated as separate cus-
tomers, so that they are one unique customer, and also linking
the appropriate customer accounts to the one unique cus-
tomer.

FIG. 12 is an alternative representation of a customer link-
ing and identification capability method.

FIG. 13 illustrates two examples of corrections required
due to overlink errors or underlink errors.

FIG. 14 illustrates the hierarchy of linking rules in a CLIC
process which employs multiple stages of rules processing.

FIG. 15 is a block diagram of an exemplary computer
system useful for implementing the present invention.

DETAILED DESCRIPTION OF THE INVENTION
1. Introduction

The present invention is directed to a method, system, and
computer program product for linking customer accounts
with non-redundant client identifications, that is, for linking
customer accounts with unique client identifications within a
business or other organizational database. It should be under-
stood that while the method, system, and computer program
product are described here in the context of business enter-
prises, business activities, and customer and account data-
bases implemented in a business context, the method, system,
and computer program product could as well be implemented
and applied in other contexts as well.

For example, the method, system, and computer program
product described herein could be used to link records of a
non-commercial nature which are related to a common,
unique person described in a database implemented in a non-
commercial and non-business context. Additionally, the
method, system, and computer program product described
herein could be used to identify as one unique person a set of
data records, previously identified as belonging to separate
persons, in a non-business or non-commercial database or set
of databases.

For example, the method described in this invention could
have applications in law enforcement in identifying persons
who are listed in different states or different municipalities as
being different persons but are in fact the same person, or it
could be employed to identify individuals who have attended
different schools or have been employed in various jobs who
are in fact the same persons.

The present invention is referred to variously as the
“method, system, and computer program product for linking
customer information”, the “customer linking and identifica-
tion capability method”, the “customer linking and identifi-
cation capability system”, the “customer linking and identi-
fication capability process”, the “customer linking and
identification capability computer program product”, the
“CLIC method”, the “CLIC process”, the “CLIC computer
program product”, or the “CLIC system”, and these terms are
used interchangeably throughout this document.

The present invention is now described in more detail
herein in terms of an exemplary business context, and typi-
cally in the context of a financial business. This is for conve-
nience only and is not intended to limit the application of the
present invention. In fact, after reading the following descrip-
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tion, it will be apparent to one skilled in the relevant art(s) how
to implement the following invention in alternative embodi-
ments, as indicated above. Thus, the description provided
below is for purposes of illustration and explanation only, and
should notbe construed as limiting the scope of the invention.
Rather, the scope of the invention is determined by the
appended claims.

The terms “consumer”, “customer”, “client”, “person”,
“individual”, “prospect”, and/or the plural form of these
terms are used interchangeably throughout herein to refer to
those persons or entities capable of accessing, using, being
affected by, being listed in the one or more databases of
purchasing the products of being clients of seeking the prod-
ucts and/or services of, being offered products and/or services
of'and/or subscribing to or benefiting from the products and/
or services of the representative business unit, units, organi-
zation, or organizations which would implement and apply
the method, system, and computer program product tool that
the present invention provides for linking customer informa-
tion.

Furthermore, the terms “business”, “merchant”, “organi-
zation”, and/or “enterprise” may be used interchangeably
with each other and shall mean any person, entity, distributor
system, software and/or hardware that is a provider, broker
and/or any other entity in the distribution chain of goods or
services. For example, a merchant may be a grocery store, a
retail store, a travel agency, a service provider, an on-line
merchant, a financial institution or service provider, or the
like. A business or organization as understood herein may
include not only for-profit businesses, but also non-profit or
not-for-profit organizations such as schools, and may even be
construed to encompass governmental or semi-governmental
agencies, including but not limited to the Post Office, law
enforcement agencies, etc.

An “account” commonly refers to a set or collection of data
which indicates transactions between a customer and a busi-
ness which are typically bundled together under the name of
a service of some kind, and/or a status or statuses of services
which a business may provide to a consumer, and/or a set of
one or more legal or financial obligations on the part of a
business towards the consumer, and/or a set of one or more
legal or financial obligations on the part of a consumer
towards a business. For example, a loan account may record a
customers credit line, as well as specific transactions wherein
the customer has borrowed money against the loan account or
paid back principle or interest on the account.

However, for purposes of this document, an “account” may
also be understood to refer more broadly to any kind of
collection of data which a business or organization may main-
tain in relation to a customer or other person associated with
the business or organization. An example of an account,
understood in this broader sense, might be a student’s tran-
script of grades at an educational institutional. (The student
may well have a second or third account at the same institu-
tion, related to tuition payments, financial aide, etc.)

An “account number”, as used herein, and as sometimes
also referred to simply as an “account”, may include any
device, code, number, letter, symbol, digital certificate, smart
chip, digital signal, analog signal, biometric or other identi-
fier/indicia suitably configured to allow a consumer to access,
interact with or communicate with a financial transaction
system or other transaction system. The account number may
optionally be located on or associated with any financial
transaction instrument (e.g., rewards, charge, credit, debit,
prepaid, telephone, embossed, smart, magnetic stripe, bar
code, transponder or radio frequency card).
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A customer account number may be, for example, a six-
teen-digit credit card number. Each credit card issuer has its
own numbering system, such as the fifteen-digit numbering
system used by American Express Company of New York,
N.Y. A merchant account number may be, for example, any
number or alpha-numeric characters that identifies a particu-
lar merchant for purposes of card acceptance, account recon-
ciliation, reporting and the like.

A “generation code”, sometimes called a “suffix”, is a
suffix to a name, which may be a full word such as “Senior”
or “Junior” or similar, or an abbreviated appellation such as
“Sr.”, or “Jr.” or similar, or may be a numeric designation such
as “the Second”, “the Third”, «2”%, “37" or similar, which
indicates lineage within a family, and is generally considered
to be part of a person’s full name.

I1. Overview

Preexisting customer data from one or more accounts held
with a business are input into a consolidated database. One or
more external database(s) are searched for personal data
which, based on matching and filter criteria, are candidate
matches to the preexisting customer data in the consolidated
database. The external candidate match data is consolidated
into a centralized repository. The external candidate match
data, now stored in the centralized repository, and the preex-
isting customer data are analyzed for matches according to a
set of linking rules; the analysis process may entail a single
pass through a single set of linking rules, or may entail two or
more passes through different sets of linking rules, resulting
in progressively more accurate matches.

A “match” indicates that a candidate from an external
database is likely to be the same individual as an individual
already identified in the consolidated database. Based on the
matches found, linkage recommendations are made. Each
recommendation suggests that a link be made between mul-
tiple accounts, sometimes for accounts previously associated
with separate customers, so that the accounts will become
associated with a single customer. Each such recommenda-
tion also suggests that several customers, previously consid-
ered to be separate customers, should be consolidated into
one unique customer.

In a single-pass process, the recommendations are imme-
diately implemented as linkages. In a two-or-more pass pro-
cess, preliminary linkage recommendations are then ana-
lyzed and validated according to secondary linking rules,
possibly tertiary linking rules, and possibly additional sets of
linking rules, resulting in the links finally being established in
the consolidated database.

The actual linkages may be established through various
means, in one embodiment of the present invention, a persis-
tent ID, unique to each customer, is used to associate all
accounts for a single customer. Finally, when triggered by
events such as customer requests or indications of errors in
the database (such as indications of identity theft), manual
linkages are made to correct for overlink or underlink errors.

An advantage of the present invention is that by importing
externally obtained personal identification information, defi-
ciencies (e.g., omissions and/or errors) in the existing in-
house data are compensated for. As a result of the additional,
externally obtained personal identification information, it is
possible to recognize linkages among internal customer
records in cases where existing internal customer data would
be insufficient to establish those linkages, no matter how
sophisticated might be the data processing algorithm
employed to analyze the internal data alone.
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Another advantage of the present invention is that it option-
ally employs a multistage analysis process to compare exter-
nal personal identification data with internal data. As a result
of this optional multistage analysis process, it is possible to
create a robust customer linking process which employs both
“off the shelf” or third-party data analysis/data matching
software and algorithms in one stage of the process, and also
custom-designed data analysis/data, matching software and
algorithms in another stage. The custom-designed algorithms
may be tuned or optimized for the particular database require-
ments and customer linking requirements of a particular busi-
ness. The optional multistage processing also enables manual
or automated error-checking and link validation at multiple
stages in the customer linking process.

Another advantage of the present invention is that, by
reducing or eliminating redundant customer identifications,
and correctly linking multiple customer accounts with unique
customers, the invention improves the ability of a business to
offer integrated services and support to a customer by recog-
nizing all aspects of the business in which the unique cus-
tomer participates or subscribes.

III. System

FIG. 1 is a system diagram of an exemplary business data
processing environment 100 in which the present invention, a
customer linking and identification capability (CLIC)
method, in an embodiment, would be implemented.

System 100 includes a business or organizational intranet
114, which in turn has a computer or server 102. Computer
102 is connected to a back-end consolidated database 112 and
also to a centralized repository for external data 108. Com-
puter 102 is also connected to one or more other data sources
which represent sources of internal customer account data
104. This internal customer account data may be related to
credit card accounts, banking accounts, investment accounts,
or any number of other kinds of financial or commercial
accounts which are owned by customers of the business. The
account data includes both identification information about
the accounts themselves, transaction related data such as the
financial status of the account, and also information about the
customer or customers who own the account.

The consolidated database 112 is also referred to as the
customer linking and identification capability database 112 or
the CLIC database 112, a reference to the CLIC method of the
current invention. The terms “consolidated database” and
“CLIC database” will be used interchangeably throughout the
rest of this document.

In addition to being connected to the internal customer
account data 104, which may be stored on one or possibly
more servers throughout the business institution which is
implementing the CLIC method, and/or throughout affiliates
of the business institution which is implementing the CLIC
method, computer 102 is also connected to a source of infor-
mation about personal identification information. In the
embodiment illustrated in FIG. 1, the personal identification
information is available on one or more external database(s)
106 which can be accessed through anetwork 110. In a typical
embodiment the external database(s) 106 are external to the
financial or other business institution, and network 110 rep-
resents access through the Internet or through other networks.

Computer 102 will obtain personal identification informa-
tion from external database(s) 106 through network 110, and
will store the personal identification information in central-
ized repository for external data 108. Centralized repository
for external data 108 may be a separate database from con-
solidated database 112. Centralized repository for external
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data 108 may also be a table or other data storage structure or
file within consolidated database 112, wherein those tables or
other data storage structures or files are set aside as reposito-
ries for data obtained from external database(s) 106. The
centralized repository for external data 108 may take other
forms, including but not limited to a large storage cache
within the random access memory or other memory within
computer or server 102. The exact details of this architecture
are not essential to the operations of this invention.

IV. Process

FIG. 2A is a flowchart illustrating a customer linking and
identification capability (CLIC) method 200 according to one
embodiment of the present invention.

The method begins with step 202, wherein the method
collects internal customer account data. As previously indi-
cated, this data can represent a wide variety of accounts from
multiple business units within a business such as a financial
institution. These accounts can be banking accounts, savings
accounts, credit card accounts, investment accounts, mort-
gage accounts, and other such accounts. In one embodiment
of the invention, the collected internal customer account data
is stored in consolidated database 112.

Consolidated database 112 may take the form of a table or
system of tables on a single database server or even on a single
disk. However, with current capabilities in distributed pro-
cessing and distributed technologies, a consolidated database
can actually be a system of distributed databases spread over
several servers, or possibly even over several networks, pro-
vided that the software that is used to manage the consoli-
dated database 112 is capable of treating the physically dis-
tributed database as one logically consolidated database for
processing purposes.

In step 204, databases are searched for personal identifica-
tion (PID) information, and in one embodiment the search is
for PID to be found in external database(s) 106. In step 208,
method 200 analyzes the internal customer account data and
also analyzes the external PID to create a linkage between
customer accounts. The details of all these steps are discussed
further below. In step 209 the entire process may be reinitiated
by returning to step 202 based on a variety of criteria or trigger
events including, for example and without limitation, on a
scheduled basis, on an on-demand basis, that is, when the
process is initiated by a database manager or other staff mem-
ber of the business, or as it is determined that one or more
business units have collected new customer account informa-
tion.

FIG. 2B is a flowchart illustrating a CLIC process accord-
ing to an enhanced version 201 of the embodiment of the
invention illustrated in FIG. 2A, showing additional steps
which may be advantageous to perform.

As before, step 202 represents collecting internal customer
account data, wherein the internal customer account data is
collected into consolidated database 112. In step 204 there is
again a search for PID information, wherein the search
for PID information is conducted by searching external data-
base(s) 106.

In one embodiment of the present invention step 206
entails consolidating the external PID into a centralized
repository for external data 108. This consolidation of the
external PID into centralized repository 108, while not essen-
tial to the present invention, may facilitate effective process-
ing of the external PID data 106 which is being used to
analyze internal customer account data 104.

In an alternative embodiment of the present invention,
rather than consolidating external PID information 106 into a
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centralized repository for external data 108, external PID data
106 may be evaluated dynamically as it is accessed to deter-
mine if it is a potential candidate match to internal customer
account data 104. This process of dynamic, real-time evalu-
ation, wherein some of the external PID data 106 is tempo-
rarily retained for further immediate processing, is known as
“netting down.” External PID data 106 which is determined,
via the netting down process, to be a potential match to
internal customer account data 104 is retained in temporary
storage, such as RAM or some other short-term database, and
then may be immediately compared in more detail to internal
customer account data 104 as described in the following
steps. This detailed comparison may occur in parallel with an
ongoing search of other sources of external PID data 106 for
potential candidate matches.

The method, system, and computer program product for
linking customer information will be described in the remain-
der of this document as using the centralized repository for
external data 108 as a means for storing external PID data, but
this is for purposes of illustration only; persons skilled in the
relevant art(s) will appreciate that the method, system, and
computer program product of the present invention may
equally well be implemented utilizing the netting down pro-
cess as described here, i.e., a process of dynamically access-
ing and evaluating external PID data 106 in real-time, imme-
diately prior to and/or in parallel with comparing that data in
further detail against internal customer account data 104.

Step 208, as before, entails the analysis of the internal
customer account data 104 and the external PID 106 to create
a linkage between customer accounts. Step 210 entails per-
forming manual linkages or delinkages. Manual linkages or
delinkages typically arise when customers call in and, in the
course of conversations with customer service representa-
tives, provide information which indicates that some of their
accounts which have previously been separate should be
linked together; or, on the other hand, when the customers call
in and indicate a problem which indicates that two accounts
which are linked to that customer should not both be linked to
that customer. In this case, the customer service representa-
tive, using a standard interface (not shown), is able to manu-
ally link or delink accounts from the customer.

Step 211 entails storing the revised customer and account
linkages. Step 212 entails a further analysis and validation of
the revised account and customer identification linkages. This
further analysis and validation can be performed manually by
a designated database manager whose job is to maintain the
integrity of the CLIC database 112. There may also be auto-
mated systems which can perform a review and screening of
the data to identify errors.

Step 214 entails correcting erroneous linkages. Step 216
entails modifying the rules used to analyze the consolidated
database 112. The rules are modified based on the identified
errors and corrections that are made, such that the same types
of errors or similar types of errors will not occur again.

The entire process may be repeated starting with step 202
based on a variety of criteria or trigger events, including for
example and without limitation on a scheduled basis, on an on
demand basis, that is, when the process is initiated by a
database manager or other staff member of the business, or as
it is determined that one or more business units have collected
new customer account information.

FIG. 3 provides an example of the flow of information
which is involved in implementing step 202 of the CLIC
method. Step 202 entails collecting internal customer account
data into a consolidated database 112. As illustrated in FIG. 3
there can be a variety of sources of internal customer data.
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The example data shown here includes a variety of sources
of data which would be used by one example financial insti-
tution, the American Express Company. The Legacy 302 and
Triumph 304 databases hold accounts receivable data for
various types of consumer, small business, and larger busi-
ness credit cards (CCSG, OSBN, and CORP, respectively).
These are all consolidated into a global new accounts table
(GNAT) database 306. Databases for other customer relation-
ships 308 include membership banking (MSB), investment
account relationships (INVST), portfolios acquired from
other banks (TSYS), consumer and business loan accounts
(MET), consumer travel network transactions (CTN), and
equipment leasing accounts (LEA). There are also databases
for consumer and small business applications for new
accounts 310 (GNA and Picasso, respectively). Finally, there
is manual data entry by financial institution representatives
312.

The sample sources of data shown are purely for purposes
of illustration, and it would be clear to one skilled in the
relevant art(s) that other organizations, businesses, and busi-
ness units would have their own, business-appropriate or
organization-appropriate sources of customer and account
data. Together these sources comprise the internal customer
account data 104.

In step 202, all of the internal customer account data 104 is
taken in and processed via an extractor and filter 314. The
extractor and filter 314 has a set of rules or criteria which
selects and extracts the PID information that may be used for
establishing customer and account linkages, while screening
out filtering out) any data which is not necessary for creating
those linkages. The filtered data, with pertinent account
owner information, is then stored in the CLIC database 112.

In one embodiment of the present invention, for example,
transaction data would not be necessary. In other words, data
regarding specific sales, specific purchases, and related trans-
action data would not be necessary for establishing linkages
between customers and accounts. Similarly, any data regard-
ing customer preferences, e.g., preferences as to marketing
campaigns they wish to receive, or how they wish their pri-
vacy to be handled, would also not be pertinent to the current
method and would be filtered out by extractor and filter 314.

As another example of the filtering process, persons who
may be associated with an account but are not owners of the
account would also be filtered out via extractor and filter 314.
For example, in a credit card account, there may be several
people known as “authorized agents” or “authorized manag-
ers”, who have the right to use the credit card but are not
account owners. Extractor and filter 314 would screen out
authorized agents or authorized managers. In an alternative
embodiment of the present invention, those persons who are
filtered out, e.g., the authorized agents or authorized manag-
ers, may be assigned their own unique persistent ID which
would be stored in the CLIC database, and which would then
be available for later processing if other accounts become
associated with those persons.

FIG. 4 provides an example 400 of the method by which
extractor and filter 314 extracts data from internal customer
account data 104 and places the data in CLIC database 112. In
the example shown, the source of data is the GNA database
306. Among the data stored in the GNA database 306 is an
account 402 for a Basic Gold Rewards card account for a
customer 404 John B. Doe. Included in the account data is a
list of purchase activity 406. When the data is filtered through
extractor and filter 314, the account information 402 survives
the filtering process and is stored in the CLIC database 112
along with the customer information 404 for John B. Doe.
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However, the transaction history or purchase history 406 has
been removed during the filtering process.

FIG. 5A shows a combined process 500 which embodies
both step 204 of method 201, wherein external data 106 is
searched and filtered; and step 206 of method 201, wherein
the filtered external data is consolidated into the centralized
repository for external data 108. As shown in FIG. 5A, there
are a variety of possible sources 106 for external personal
identification (PID) information. These sources 106 include
US Postal Service change of address data 502, credit history
collected prior to FCRA and GLBA 504, marketing, demo-
graphic, and survey data files 506, sources of credit data 508,
other United States Postal Service data 510, phone directories
511, and public and court record files 512. It will be appreci-
ated by those skilled in the relevant art(s) that the sources of
data illustrated in FIG. 5A and described here are represen-
tative only and that in fact there exist thousands if not more
potential sources 106 of PID information. The search of any
and all of those sources fall within the scope of the current
invention, which is neither limited to nor specifically defined
by the sources described above by way of illustration.

These external database(s) 106 which constitute the pos-
sible sources of PID are searched for PID information at step
204, wherein only some of the available data is actually
selected through a matching and filtering process 514, before
being consolidated in step 206 into the centralized repository
for external data 108. As shown in FIG. 5A, matching and
filtering process 514 relies on data from CLIC database 112 to
perform its matching and filtering functions. Specifically, the
matching and filtering process 514 only collects PID infor-
mation which is reasonably likely to be related to information
on customers in the CLIC database 112. PID information
which is not likely to be related to customers in the CLIC
database 112 is filtered out during the matching and filtering
process 514.

FIG. 5B provides a detailed representation of external data-
base search process 204, associated matching and filtering
process 514, and consolidation step 206. Step 204 entails
searching external database(s) 106 for PID using a variety of
search criteria. In one embodiment of the present invention,
these criteria include searching external database(s) 106
based on the names of individuals in the CLIC database 112,
or based on the addresses of individuals in the CLIC database
112, or based on the social security numbers (SSN’s) of
individuals in the CLIC database 112, or based on the phone
numbers of individuals in the CLIC database 112, or doing a
search based on a combination of two or more of the above
criteria. As can be appreciated by persons skilled in the rel-
evant art(s), other types or categories of PID data can also be
used as the basis for searching external database(s) 106.

In one embodiment of the present method, searches based
on some types or categories of PID data are always executed,
while other searches would only be performed conditionally.
Searching by name, address, or phone number may always be
performed, while searches by SSN would not always be
executed. For example, if an account belongs to an individual
or to a business which is a sole proprietorship, then a search
including SSN would be performed. On the other hand, if an
account is associated with a business which is not a sole
proprietorship, then the impact of the SSN in the search
process is reduced or may not be relevant at all (since the SSN
of the account owner may not be available).

In an alternative embodiment of the present invention,
searches on all available categories of PID information or a
selected subset of categories of PID information are always
performed. In another alternative embodiment of the present
invention, searches on all available categories of PID infor-
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mation or a selected subset of categories of PID information
are always conditional, based on various criteria regarding the
status of the account information in CLIC database 112.

Matching and filtering process 514 employs a set of match-
ing rules and/or matching criteria to determine which PID
information in external database(s) 106 will be considered a
potential match to PID information in consolidated database
112. FIG. 5B provides sample matching criteria. For
example, in the case of a search based on name matching,
external PID information is considered to be a match if certain
variations on a name in CLIC database 112 are found. Also
collected during this matching and filtering process, for any
customer name in consolidated database 112, are all of the
following which may be found in external database(s) 106:
addresses associated with the name, addresses associated
with variations on the name, SSN’s associated with the name,
SSN’s associated with variations on the name, phone num-
bers associated with the name, phone numbers associated
with variations on the name, dates of birth (DOB’s) associ-
ated with the name, DOB’s associated with variations on the
name, generation codes (Jr., Sr., etc.) associated with the
name, and generation codes associated with variations on the
name.

FIG. 5B similarly illustrates matching criteria associated
with a search on addresses, SSN’s, and phone numbers. In
each case, search process 204 and matching and filtering
process 514 search both for exact matches with, and for
variations on, the addresses, SSN’s, and phone numbers
stored in CLIC database 112. In addition, for each such match
found, i.e., both for direct matches and for matches based on
variations, search process 204 and matching and filtering
process 514 collect related, pertinent external PID data asso-
ciated with the external match.

For example, suppose a customer in CLIC database 112
has an address of “190 N. Main Ave., Tucson, Ariz. 857017,
with “Avenue” abbreviated as “Ave.”. Suppose also that dur-
ing a search of an external database, a variation on the address
is found, namely “190 N. Main Avenue, Tucson, Ariz.
85701”. Matching and filtering process 514 will consider
these two addresses to be a match; guided by matching and
filtering process 514, search process 204 will not only collect
the matching external address data (namely, “190 N. Main
Avenue, Tucson, Ariz. 857017), it will also collect all exter-
nally identified names associated with “190 N. Main Avenue,
Tucson, Ariz. 857017, all SSN’s associated with “190 N.
Main Avenue, Tucson, Ariz. 857017, all valid SSN variations
associated with “190 N. Main Avenue, Tucson, Ariz. 85701,
all phone numbers associated with “190 N. Main Avenue,
Tucson, Ariz. 857017, all DOB’s associated with “190 N.
Main Avenue, Tucson, Ariz. 857017, and all generation codes
associated with “190 N. Main Avenue, Tucson, Ariz. 85701,

As another example, suppose a customer in CLIC database
112 has an SSN of 123-45-6789, with the dashes included as
shown. Suppose also that during a search of an external data-
base, a variation on the SSN is found, namely “123456789”
(without the dashes). Matching and filtering process 514 will
consider these two SSN’s to be a match; guided by matching
and filtering process 514, search process 204 will not only
collect the matching external SSN (namely, “123456789), it
will also collect all externally identified names associated
with SSN “123456789”, all other valid SSN variations asso-
ciated with SSN “123456789”, all addresses associated with
SSN “123456789”, all phone numbers associated with SSN
“123456789”, all DOB’s associated with SSN “123456789”,
and all generation codes associated with SSN “123456789”.

Various embodiments of the present invention may employ
different rules or algorithms to determine what are valid and
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non-valid variations on a name, an SSN, a DOB, or other PID
information. One embodiment may employ rules which indi-
cate that names, SSN’s, DOB’s, and similar information with
the same essential content, but different formats, are consid-
ered to be matches. In another embodiment, the rules may
indicate that certain items of omitted information, such as a
missing middle name or middle initial in a name, or a missing
day of the month in a DOB, constitute valid variations. Other
embodiments may specifically disallow one or both of these
variations.

Those skilled in the relevant art(s) will appreciate that the
filtering aspect of matching and filtering process 514 is at
least partly implicit in the matching process. In other words,
external PID information which fails to match with internal
PID information in the consolidated database, based on the
matching criteria of the present invention, will not be selected
for analysis or importation in method 200 or method 201, and
therefore such non-matching PID data is inherently filtered.

Similarly, it will be appreciated that active filtering criteria
could be included as well as part of matching and filtering
process 514. To name just one example, the date of external
PID information could be used as a filter criteria. For one
possible embodiment of the present invention, if it is possible
to determine the date of external PID information, a filter
criteria may determine that certain types of external PID
information which are indicated as being older than some
filter date will not be included.

More generally, persons skilled in the relevant art(s) will
appreciate that the matching and filtering criteria shown in
FIG. 5B and described above are for purposes of illustration
only, representing only an embodiment of the invention, and
that a wide variety of suitable matching and filtering criteria
may be employed to implement the present invention.

Finally, in step 206 the external PID information collected
from external database(s) 106 via search 204 and matching
and filtering process 514 is consolidated into a centralized
repository for external data 108.

FIG. 6 provides a concrete illustration 600 of steps or
processes 204, 206, and 514, where sample external data 106
is searched, and where the data is filtered and consolidated
into the centralized repository for external data 108. Sample
external database 106 A contains at least two sets of sample
external data, namely sample external data 602 related to a
person variously known as John B. Doe, J B Does, or John
Doe, and sample external data 604 related to a person vari-
ously known as J. Smith or Jim Smith. Sample external data-
base 106a is searched in step 204, and the searched informa-
tion is passed through matching and filtering process 514.

Matching and filtering process 514 does the filtering based
on PID data 404 found in CLIC database 112. In this case, the
PID information 404 relates to John B. Doe. Therefore, infor-
mation pertaining to John B. Doe, i.e., names, addresses, SSN
information, and phone numbers, all of which could be
related to John B. Doe, are passed by matching and filtering
process 514, and then during step 206 are consolidated into
the example centralized repository for sample external data
108A. Two particular items of data which have been extracted
from the external database(s) 106 and consolidated into the
centralized repository are a data record 606 pertaining to a
consumer JB Doe and a data record 608 pertaining to a busi-
ness owned by a JB Doe.

Once external data has been filtered and consolidated into
the centralized repository for external data 108, the next stage
in method 200 or method 201 is step 208, which entails
analyzing the internal customer account data in the CLIC
database 112 and the external PID information now stored in
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the centralized repository for external data 106 in order to
create a linkage between customer accounts.

FIG. 7 shows a series of steps 700 which are used to
implement step 208 of method 200 or method 201. In step
702, the external data in the centralized repository for external
data 106 and the internal customer data in the CLIC database
112 are analyzed according to an initial set of rules. Based on
the analysis in step 702, the present method makes an initial
linkage recommendation 704. The next step 708 analyzes the
initial linkage recommendation according to a secondary set
of rules. Based on this analysis, a secondary linkage recom-
mendation is made in step 710. Finally, based on the second-
ary linkage recommendation, customer accounts are linked to
unique customers in step 712.

It should be noted that there is nothing inherent in the
overall method of the present invention which requires that
the process of linking customer accounts must occur in two
stages, or that the rules which determine the linking process
comprise an initial set of rules and a secondary set of rules. In
another embodiment in the present invention, there is only a
single set of linking rules and a single stage of linking rec-
ommendations. In yet another embodiment of the present
invention, there are three or more sets of linking rules, and
three or more stages of linking recommendations.

For those embodiments of the present invention which
contain two or more sets of linking rules, and two or more
corresponding stages of linking recommendations, there are
several objectives. One objective of having multiple sets of
linking rules is that a first stage of the linking process can be
accomplished via third-party or standardized or off-the-shelf
software which employ generic or commonly used data link-
ing rules or data linking algorithms, while a second stage or
second and later stages of the linking process can employ data
linking rules or data linking algorithms which are customized
to the needs of a particular business or organization. Another
objective of having multiple sets of linking rules, with two or
more corresponding stages of linking recommendations, is
that manual or automated validation processes can be intro-
duced at multiple points in the linking process, prior to a final
set of account and customer links being implemented.

FIG. 8 shows a series of steps 800 by which step 702, the
analysis of external data and customer data according to an
initial set of rules, is implemented. In steps 800, data is taken
from the consolidated database 112, and also taken from the
centralized repository for external data 108, and a series of
rules are used to try to establish matches. For example, the
rules may include rules 802 based on name matches, rules 804
based on address matches, rules 806 based on SSN matches,
rules 808 based on phone number matches, and rules 810
based on match rankings and data sources. There may be
other rules 812 as well.

The rules 810 based on reliability, recency, and corrobora-
tion of data sources and data types pertain to assessments and
rankings to determine which type of matches are more likely
to result in a reliable matching. For example, a match ranking
may indicate that minor variations on names are highly likely
to be good matches for each other. An example of a minor
variation in a name is a case where one name (such as one
found in the CLIC database 112) has a middle initial, whereas
another name (such as one found in the centralized repository
for external data 108) is identical to the name in the CLIC
database 112 except for the lack of the middle initial. In
another example, a match ranking may indicate that a match
based on an SSN match, where two numbers are transposed
between two different SSN’s, has a lower likelihood of being
a correct match.
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A person skilled in the relevant art(s) can appreciate that
various sets of rules can be implemented to determine the
likelihood that various sources of PID information are reli-
able, or that various different PID matching rules are reliable.
Persons skilled in the relevant art(s) will also recognize that
algorithms can further be implemented, based on various
matching rules, to determine that two PID’s, which initially
appear to be related to two different people, are in fact actu-
ally the same PID of one unique person.

Based then on these initial rules, which may comprise rules
regarding name matches, address matches, SSN matches,
phone matches, rules based on match rate rankings and data
sources, and still other rules, an initial set of linking recom-
mendations are arrived at in step 704.

FIGS. 9A and 9B together show an example 900 of step
702, wherein two existing internal PID’s in the CLIC data-
base 112 can be matched up with a searched for and saved PID
in the centralized repository for external data 108; the resultis
a recommendation 704 for a new link between customer
accounts. Referring back to FIG. 4, a new account 402 for a
Basic Gold Rewards Card, which is associated with customer
John B. Doe 404, is stored in the CLIC database 112. Not
shown in FIG. 4, but assumed for purposes of this example
and shown in FIG. 9A and FIG. 9B, is that a customer JB Doe
912 with a Basic Blue Card account 910 is also stored in the
CLIC database 112. Customer John B. Doe 404 has a home
address, while customer JB Doe 912 has a business address.

Referring back to FIG. 6, an external PID for an individual
JB Doe 606 is imported into the centralized repository for
external data 108a. Also referring back to FIG. 6, an external
PID for a business owner JB Doe 608 is imported into the
centralized repository for external data 108a.

Now returning to FIG. 9 and example 900, the method of
step 702, involving linking rules, is exemplified. The initial
linking rules associate John B. Doe 404 and JB Doe 606 based
on a high probability partial name match and an exact address
match. The initial linking rules associate JB Doe 606 and JB
Doe 914 based on an exact name match, a city and state
match, and a work phone match. Finally, the initial linking
rules also associate JB Doe 912 and JB Doe 914 based on an
exact name match and an exact business address match.

Through this series of links, namely John B. Doe 404—IB
Doe 606, followed by JB Doe 606—JB Doe 914, and then JB
Doe 914—JB Doe 912, we arrived at the linkage John B. Doe
404=]B Doe 912. Based on the set of rules, then, two separate
customers 404 and 912, with two separate accounts 402 and
910 respectively, can now be linked to each other. FIG. 9B
shows this initial linking recommendation 704a.

There are many variations in the analysis via a set of initial
rules 702 that can be used for making the initial linkage
recommendation 704. For example, the analysis via a set of
initial rules 702 will create a preliminary, plausible set of
linkages 704 between different customers and customer
accounts. The purpose of analyzing the initial linkage recom-
mendations 704 according to a secondary set of rules 708 is to
get a more refined and more accurate linking recommenda-
tion 708 of customers, both removing some linkages that
should not have been made in the first place, and detecting
some linkages that might have been omitted by the prelimi-
nary linkage rules employed in step 702.

FIGS. 10A and 10B provide illustrations 1000 and 1010,
both of analyses via secondary linking rules 708 and of the
linkage recommendations 710 that can result from the analy-
sis via secondary rules 708.

FIG. 10A shows two customers, George F. Doe 1002 and
George F. Doe 1004, where an initial recommendation did not
link the two customers because of a low reliability associating
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the consumer name with the business address, since George F.
Doe 1002 is listed with a home address, and George F. Doe
1004 is listed with a business address. However, the sample
secondary linkage rule 708A states that if there is an exact
match on the full name and the social security number, and if
there is no generation code conflict, then a secondary linkage
recommendation should be made. A secondary linkage rec-
ommendation 710A is illustrated wherein a persistent ID has
been assigned jointly to both George F. Doe 1002 and George
F. Doe 1004.

FIG. 10B illustrates the case where Stanley C. Doe 1012
and Stanley C. Doe 1014 were initially not linked because the
social security number was missing on the Gold Card of
Stanley C. Doe 1014. However, secondary sample linkage
rule 70813 states that a link should be made ifthere is an exact
match on the full name and address, and there is no generation
code or SSN conflict, wherein a blank SSN is considered to be
synonymous with there being no conflict. As a result, a sec-
ondary linkage recommendation 710B is made between Stan-
ley C. Doe 1012 and Stanley C. Doe 1014, both of whom have
the same name and the same address and are then jointly
assigned the same persistent ID.

The process described above, wherein two customers for-
merly viewed as separate customers are discovered to actu-
ally be the same person, can be repeated as many times and as
often as necessary. The end result may be, and in a large
enough database is likely to be, that at least in some cases
more than two customers will ultimately be identified as
actually being the same person. That is to say, through this
process, multiple customer records which were viewed as
records of distinct persons will be linked as being one unique
person.

In addition, a thorough and exhaustive processing of a
CLIC database 112 according to the present method and
invention is likely to result in the removal of most if not all of
the redundant customer identifications. Put another way, the
present method, when employed exhaustively, may result in
the identification of multiple sets of customers, wherein the
customers in each set become recognized as actually being
the same person, and are so identified through this process. In
addition, all the accounts associated with the customers in
each such set will now be linked to each other, and to the one
unique customer of the set, through this process.

In any database system, an issue arises when attempting to
consolidate, join, or otherwise associate data records or other
data structures which were previously viewed as separate,
namely, the question of precisely how to modify the existing
data in order to reflect the new associations. This is particu-
larly a significant issue in the context of the present invention,
and especially in contexts where the method of the present
invention is to be implemented in a large organization. Even
though, in step 202 of methods 200 or 201, all internal cus-
tomer account data is consolidated in the CLIC database 112,
it may also remain the case that separate databases and entire
separate data processing systems remain in use in different
business units of the large organization.

FIGS. 11A and 11B illustrate a method according to one
embodiment of the present invention for linking customer
accounts, and for consolidating customer information, which
addresses this challenge, i.e., which implements the actual
linking process which is described in steps 704, 710, and 712
of step 208.

FIG. 11A shows how a linkage recommendation 704 or
linkage recommendation 710 is made. The first step 1102
entails identifying a set of customers as being a single unique
customer. This means that a set of customers, i.e., internal
customers, who were initially regarded as being distinct or
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separate customers, are now recognized as all in fact being the
same unique customer according to the methods described
above. In step 1104, it is recommended that all the customers
in the set be consolidated into a single unique customer, and
in step 1108, it is recommended that all customer accounts
associated with the customers in the set be linked with the
single unique customer.

FIG. 11B shows the actual steps 712 involved in making
these linkages according to one embodiment of the present
invention. Step 1112 entails accepting the recommendation
that identifies a set of customers as being a single unique
customer. In step 1114, there is assigned to all customers in
the set a unique persistent ID. This unique persistent ID is one
single, unique signifier completely unique to this newly iden-
tified unique customer, which serves to distinguish this cus-
tomer from all other customers throughout the consolidated
database 112, and further to distinguish this customer from all
other customers with customer information stored on any
other databases throughout the business, organization, or
other enterprise. Finally, in step 1116, the method assigns to
each customer account which belongs to that customer the
persistent ID of the unique customer.

The persistent ID may take the form of a number, which
may be expressed in base ten, in hexadecimal, in octal num-
bering, in binary, or in some other numbering system. In an
alternative embodiment the persistent ID may take the form
of'a code which is alphanumeric, or which strictly uses alpha-
betic characters, wherein the characters of the alphabet may
be selected from the American alphabet, or from the alphabet
of any known language, or any language to be developed in
the future. In an alternative embodiment of the invention, the
persistent ID may take some other representational form,
such as a bar code, a graphic image including for example and
without limitation a vector graphic image or a bitmapped
graphic image, an audio representation, a video representa-
tion, a holographic representation or encoding, or any other
form which can be used to uniquely identify a record or
identify data in any kind of storage medium wherein customer
information and customer account information may be stored
in a database of any kind.

An advantage of this method, wherein a unique persistent
1D is assigned to each unique customer, is that it remains
possible to retain separate customer databases, and possibly
even different customer descriptions, on multiple databases
throughout the business enterprise. Thus, while the CLIC
database 112 is used to store all internal customer IDs for
purposes of implementing the current invention, the unique,
persistent customer IDs, once generated, can be distributed
among other databases which retain customer records.

In one example, if a customer identified as JB Doe on one
database and John B. Doe on another database is in fact the
same unique customer, then the assignment of a singular,
unique persistent ID to both JB Doe and John B. Doe ensures
that the associated data records will be recognized throughout
the business as belonging to the same customer. With this
approach, it may be desirable to implement methods wherein
when updates are made to a data record for a customer any-
where in the business, suitable updates are also made to other
data records for the same customer, stored on other databases
throughout the business.

It will be appreciated by those who are skilled in the rel-
evant art(s) that the method just described is amenable to
numerous variations in terms of the steps of processing or
stages of processing involved, and in terms of the particular
configuration or particular architecture of the system. For
example, the method just described could entail permitting
multiple records of the same customer to remain on multiple
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databases, as long as all such records are linked by the same
unique persistent ID. However, in another embodiment of the
present invention, all records identifying a unique customer
could be consolidated into a single database which is then
referenced, throughout the enterprise, anytime customer
information is required. This single database could be same
database as the CLIC database 112. In another embodiment,
the CLIC database could be used for implementing the
method of the current invention, while a second database
which mirrors the CLIC database 112, and in particular stores
all the unique customer information and customer IDs, could
be used for all other business-related processing.

Similarly, while the method of the present invention gen-
erally envisions using a large number of external database(s)
as a means of obtaining variations on a customer identifica-
tion for purposes of matching customers PID’s, it is possible
that a similar matching process could also entail simply using
different sources of internal personal identification without
reference to any external database(s). In general, it is an
objective of the present invention to recognize that certain
internal PID’s which heretofore have been interpreted as
separate customers are in fact one and the same customer, and
having made that recognition to ensure that all accounts
which are associated with those PID’s become associated
with the single unique person who is actually the unique
customer behind all those different personal identifications.

FIG. 12 illustrates a method 1200 according to an embodi-
ment of the present invention which results in linking dispar-
ate personal identifications and accounts that should appro-
priately be linked to each other. Step 1202 entails reading a
PID information for a customer who is an owner of a first
account, which may be a banking account, an investment
account, or any number of other kinds of institutional
accounts. Step 1204 entails reading a PID information for a
second customer who is an owner of a second account. Step
1206 entails searching for PID information which is related to
the PID information of the first customer, or searching for PID
information which is related to the PID information of the
second customer, or possibly searching for PID information
which is related to the PID information of both the first
customer and the second customer.

Step 1208 entails analyzing all of the previously gathered
PID information relating to the first customer, the second
customer, and any PID information related to either or both of
the first customer and the second customer, to determine ifthe
first customer is the same unique customer as the second
customer.

It will be appreciated by those skilled in the relevant art(s)
that the method for this analysis of step 1208 will be similar
to those previously described, using linking rules so as to
determine matches between names or similarities between
names, matches between social security numbers or similari-
ties between social security numbers, matches between
addresses or similarities between addresses, records indicat-
ing change of address, records indicating change of name,
matches between telephone numbers or similarities between
telephone numbers, and other recognitions of either matches
or similarities between PID data, and/or transitions of PID
data such as change of address, change of name, change of
phone number, and related changes. The list of linking criteria
presented is representative only, and the actual linking analy-
sis need not include all of these rules or criteria, and may
include others not listed here, including rules of a probabilis-
tic nature wherein an evaluation is made of the likelihood that
certain matches are reliable or not reliable.

Having performed this analysis 1208, the method then
determines in step 1210 whether the first customer is in fact
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the same person as the second customer. If the answer is yes,
then the first customer is linked to the second customer
account, meaning it is recognized that both accounts actually
belong to the same customer.

Optional step 1214 would entail consolidating the first
customer PID information and the second customer PID
information into one consolidated customer record. If the first
customer is not the same as the second customer, then step
1216 either entails stopping the process or optionally repeat-
ing the process, with either one or two new customer records
associated with customer accounts.

On the other hand, if the first customer and the second
customer are recognized as being the same customer in step
1210, then following either step 1212 or step 1214, step 1216
is again performed, meaning either that the process stops, or
optionally is repeated with an evaluation of the same cus-
tomer against other customer records, or with an evaluation of
two new customer records.

Finally, those experienced in the art will recognize that
there are a number of variations on the indicated methods of
the current invention which fall within the essential spirit and
scope of the invention. For example, as has been indicated
here, linking customers and linking customer accounts is
done by assigning to each customer a unique persistent 1D,
which indicates that previously separate customers are in fact
the same customer; and further, that the unique persistent 1D
is then assigned to all accounts that are associated with the
unique customer.

However, persons skilled in the relevant art(s) will recog-
nize that there are numerous other methods for linking both
customers and customer accounts. For example, customers
who are construed to be the same customer, but still retain a
separate ID number, could nonetheless have a field in their
data records which acts as a pointer or cross reference to other
ID numbers which have been linked to the same customer.
Similar pointer-type structures could be used to link accounts
to all these customers who are now recognized as being in fact
the same unique person.

In yet another possible embodiment, a database table or
similar database structure could be used to list the names ofall
customers who are now recognized as being one unique cus-
tomer, along with the accounts which are recognized as being
associated with that one unique customer. Other possible
means of identifying the disparate personal identifications
belonging to disparate customers as actually being one
unique customer, and also recognizing that the accounts asso-
ciated with those disparate customers are actually linked to
one unique customer, can also be envisioned and imple-
mented.

The final stages of method 201 entail link validation 212,
link correction 214, and modification 216 of the linking rules
based on discovered errors.

FIG. 13 provides an illustration 1300 of two examples of
step 212 of the present method, wherein linkage errors are
identified, and also of step 214 of the present method, wherein
the linkage errors are corrected. In example 212a there is an
overlink error indicating accounts which were linked via
common persistent ID value ‘1°, but which should not have
been linked. In this instance, persons with very similar names
“John Brown Doe” and “Jonah Braun Doe” are both living at
the same address. Even though their SSN’s are different, they
were linked on the basis of the address and the similarity of
the names.

In example 2125 we have an underlink error, wherein
accounts which should have been linked were not, and so have
separate persistent ID values 3’ and ‘4’. In this case, the first
account has the name “Bob C. Doe, Jr.” with proper spacing
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among all the elements ofthe name, whereas the second name
has “Bob C. Doe, Jr.”, where there is an omission of a space
between the last name “Doe” and the generation code “Jr.””. As
a result, the last name appears to be “Doelr.”’, in addition,
since the street addresses are different, this is a further signal
to the method that this is not the same person, (In one case an
actual street address is used, while in the other case there is a
P.O. box.) Even though the city and state are the same, and
even though the SSN, DOB, and even the phone numbers are
the same, nonetheless the discrepancy in the names and street
addresses results in the two accounts not being linked to each
other.

In step 214 a manual or automated linkage correction is
made. A manual linkage correction would involve a financial
institution database manager or financial institution customer
service representative discovering the failure of the two
accounts to be linked, or discovering two accounts being
linked which should not have been linked, and manually
separating them.

An automated linkage correction is accomplished by a set
ofrules or algorithms which do a final pass and search for any
kind of subtle errors which were not previously flagged. For
example, using the underlink error 2125 described above, a
software algorithm could be designed to go through and com-
pare names for the possibility that two names which are
similar, but not the same, are actually the same name. Persons
skilled in the relevant art(s) will recognize that algorithms can
be employed here similar to those employed in spell checking
systems, where the software can experiment with transposing
letters in a name, or introducing spaces or removing spaces, as
a way of generating alternative names and comparing those
alternative names to see if there is a match on that basis.

A combination of automated and manual linkage correc-
tion could be employed. For example, the software could
generate variations on names, addresses, SSN’s, and other
PID data, and/or suggest possible linkages based on those
variations; however, the final determination as to which
accounts to link or to not link could be made by a human
operator, who would be presented with these linkage options
via a computer interface (not shown).

As a result of the linkage corrections shown in illustration
1300, the corrected customer account 214a for John Brown
Doe is shown with persistent ID ‘2°, while the corrected
customer account 2145 for separate customer Jonah Braun
Doe is shown with different persistent ID ‘2°. Further, the
corrected customer accounts 214¢ and 2144 for customer Bob
C. Doe, Jr. now share the same persistent ID ‘3°, indicating
that both accounts belong to the same unique customer.

In one embodiment of the present invention, the current
method may take the additional step of making any necessary
corrections to customer data, based on the analyses described
above. In this case, the erroneous listing in example 2124 for
‘Bob C Doelr’ has been corrected for the account 2144, which
now reads ‘Bob C Doe Jr”

In one embodiment of the present invention, a hierarchy
exists among the linkage rules and linkage recommendations
of method 200 or method 201. FIG. 14 is a block diagram
indicating one possible hierarchy. Linkage rules or recom-
mendations for linkages of higher priority will take prece-
dence over those of lower priority. For example, there is a set
of initial rules 702 which leads to the initial linking recom-
mendation 704, both of which have the lowest priority 1402.
That is followed by the secondary rules 708 and secondary
linking recommendations 710 which have a higher priority
1404. The higher priority means that those secondary rules
708 and secondary linking recommendations 710 may over-
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ride the initial linking rules 702 and initial linking recommen-
dations 704, resulting in the customer 1D and account link-
ages 712.

The highest priority 1408 is given to the manual overrides,
which trump both the initial rules 702 and secondary rules
708, resulting in revised customer ID and product linkages
211. In another embodiment of the present invention there
may exist a more fine-grained hierarchy of rules and linking
recommendations than shown in the embodiment discussed
and illustrated here. In another embodiment of the present
invention, there is no hierarchy among the linking rules or
recommendations.

V. Example Implementations

The present invention, as typically embodied in a system
100 of organizational intranet 114 and external network 110
and external database(s) 106, and as embodied in method 200
or method 201, or as implemented in alternate embodiments
as suggested throughout this detailed section and the
appended claims, or any part(s) or function(s) thereof, may be
implemented using hardware, software, and human operator
decision making, or a combination thereof and may be imple-
mented in part or in whole by one or more computer systems
orother processing systems. However, the manipulations per-
formed by the present invention were often referred to in
terms, such as analyzing or comparing, which are commonly
associated with mental operations performed by a human
operatotr.

While, as indicated above, the intervention of a human
operator may play a role in validity checking of auditing of, or
modification of the customer and account linkages estab-
lished in the present invention, such intervention of a human
operator is only necessary in some embodiments of the
present invention and not others. In most cases, most and
possibly all of the operations described herein which form
part of the present invention are performed without the inter-
vention of a human operator. Rather, the operations are
machine operations. Useful machines for performing the
operation of the present invention include general purpose
digital computers or similar devices.

In one embodiment, the invention is directed toward one or
more computer systems capable of carrying out the function-
ality described herein. An example of a computer system
1500 is shown in FIG. 15.

The computer system 1500 includes one or more proces-
sors, such as processor 1504. The processor 1504 is con-
nected to a communication infrastructure 1506 (e.g., commu-
nications bus, cross-over bar, or network). Various software
embodiments are described in terms of this exemplary com-
puter system. After reading this description, it will become
apparent to a person skilled in the relevant art(s) how to
implement the invention using other computer systems and/or
architectures.

Computer system 1500 can include a display interface
1502 that forwards graphics, text, and other data from the
communication infrastructure 1506 (or from a frame buffer
not shown) for display on the display unit 1530.

Computer system 1500 also includes a main memory 1508,
preferably random access memory (RAM), and may also
include a secondary memory 1510. The secondary memory
1510 may include, for example, a hard disk drive 1512 and/or
a removable storage drive 1514, representing a floppy disk
drive, a magnetic tape drive, an optical disk drive, etc. The
removable storage drive 1514 reads from and/or writes to a
removable storage unit 1518 in a well known manner.
Removable storage unit 1518 represents a floppy disk, mag-
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netic tape, optical disk, etc. which is read by and written to by
removable storage drive 1514. As will be appreciated, the
removable storage unit 1518 includes a computer usable stor-
age medium having stored therein computer software and/or
data.

In alternative embodiments, secondary memory 1510 may
include other similar devices for allowing computer programs
or other instructions to be loaded into computer system 1500.
Such devices may include, for example, a removable storage
unit 1522 and an interface 1520. Examples of such may
include a program cartridge and cartridge interface (such as
that found in video game devices), a removable memory chip
(such as an erasable programmable read only memory
(EPROM), or programmable read only memory (PROM))
and associated socket, and other removable storage units
1522 and interfaces 1520, which allow software and data to be
transferred from the removable storage unit 1522 to computer
system 1500.

Computer system 1500 may also include a communica-
tions interface 1524. Communications interface 1524 allows
software and data to be transferred between computer system
1500 and external devices. Examples of communications
interface 1524 may include a modem, a network interface
(such as an Ethernet card), a communications port, a Personal
Computer Memory Card International Association (PCM-
CIA) slot and card, etc. Software and data transferred via
communications interface 1524 are in the form of signals
1528 which may be electronic, electromagnetic, optical or
other signals capable of being received by communications
interface 1524. These signals 1528 are provided to commu-
nications interface 1524 via a communications path (e.g.,
channel) 1526. This channel 1526 carries signals 1528 and
may be implemented using wire or cable, fiber optics, a tele-
phone line, a cellular link, an radio frequency (RE) link and
other communications channels.

In this document, the terms “computer program medium”
and “computer usable medium” are used to generally refer to
media such as removable storage drive 1514, a hard disk
installed in hard disk drive 1512, and signals 1528. These
computer program products provide software to computer
system 1500. The invention is directed to such computer
program products.

Computer programs (also referred to as computer control
logic) are stored in main memory 1508 and/or secondary
memory 1510. Computer programs may also be received via
communications interface 1524. Such computer programs,
when executed, enable the computer system 1500 to perform
the features of the present invention, as discussed herein. In
particular, the computer programs, when executed, enable the
processor 1504 to perform the features of the present inven-
tion. Accordingly, such computer programs represent con-
trollers of the computer system 1500.

In an embodiment where the invention is implemented
using software, the software may be stored in a computer
program product and loaded into computer system 1500
using removable storage drive 1514, hard drive 1512 or com-
munications interface 1524. The control logic (software),
when executed by the processor 1504, causes the processor
1504 to perform the functions of the invention as described
herein.

In another embodiment, the invention is implemented pri-
marily in hardware using, for example, hardware components
such as application specific integrated circuits (ASICs).
Implementation of the hardware state machine so as to per-
form the functions described herein will be apparent to per-
sons skilled in the relevant art(s).
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In yet another embodiment, the invention is implemented
using a combination of both hardware and software.

VI. Conclusion

While various embodiments of the present invention have
been described above, it should be understood that they have
been presented by way of example, and not limitation. It will
be apparent to persons skilled in the relevant art(s) that vari-
ous changes in form and detail can be made therein without
departing from the spirit and scope of the present invention.
Thus, the present invention should not be limited by any of the
above described exemplary embodiments, but should be
defined only in accordance with the following claims and
their equivalents.

In addition, it should be understood that the figures and
screen shots illustrated in the attachments, which highlight
the functionality and advantages of the present invention, are
presented for example purposes only. The architecture of the
present invention is sufficiently flexible and configurable,
such that it may be utilized (and navigated) in ways other than
that shown in the accompanying figures.

Further, the purpose of the foregoing Abstract is to enable
the U.S. Patent and Trademark Office and the public gener-
ally, and especially the scientists, engineers and practitioners
in the art who are not familiar with patent or legal terms or
phraseology, to determine quickly from a cursory inspection
the nature and essence of the technical disclosure of the
application. The Abstract is not intended to be limiting as to
the scope of the present invention in any way.

What is claimed is:
1. A method comprising:
identifying, by a computing system, a first customer
account and a second customer account, wherein cus-
tomer account data lists the first customer account and
the second customer account as belonging to different
customers;
conducting, by the computing system, a search of at least
one external third-party database to obtain personal
identification information associated with the first cus-
tomer account and the second customer account;

comparing, by the computing system, the customer
account data associated with the first customer account
and the second customer account with the personal iden-
tification information associated with the first customer
account and the second customer account;

determining, by the computing system, based on the com-
paring the customer account data with the personal iden-
tification information, that the first customer account
and the second customer account actually belong to a
single customer; and

associating, by the computing system, the first customer

account and the second customer account with an iden-
tifier associated with the single customer.

2. The method of claim 1, wherein identifying the first
customer account and the second customer account further
comprises:

performing, by the computing system, an analysis of the

customer account data and the personal identification
information according to a first set of linking rules; and
creating, by the computing system, a recommendation to
link the first customer account with the second customer
account based on the analysis, wherein associating the
first customer account and the second customer account
with the identifier is based on the recommendation.
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3. The method of claim 2, wherein identifying the first
customer account and the second customer account further
comprises:

performing, by the computing system, a validation of the

recommendation according to a second set of linking
rules; and

determining, by the computing system, whether to modify

the recommendation based on the validation.

4. The method of claim 1, wherein the conducting the
search further comprises:

generating, by the computing system, a search query based

on the customer account data;

sending, by the computing system, the search query to the

external third-party database; and

receiving, by the computing system, the personal identifi-

cation information from the external third-party data-
base in response to the search query.

5. The method of claim 1, further comprising:

identifying, by the computing system, a third customer

account wherein the customer account data lists the third
customer account as belonging to a different customer
from the first customer account and from the second
customer account;

comparing, by the computing system, the customer

account data with personal identification information
associated with the single customer;
determining, by the computing system, based on compar-
ing the customer account data with the personal identi-
fication information, that the third customer account
actually belongs to the single customer; and

associating, by the computing system, the third customer
account with the identifier.

6. The method of claim 1, wherein the personal identifica-
tion information includes a name of the single customer, a
home address of the single customer, a business address of the
single customer, a social security number of the single cus-
tomer, a date of birth of the single customer, a home phone
number of the single customer, a business phone number of
the single customer, a cell phone number of the single cus-
tomer, an e-mail address of the single customer, a driver’s
license number of the single customer, or any combination
thereof.

7. The method of claim 1, further comprising, in response
to associating the first customer account and the second cus-
tomer account with the identifier, initiating, by the computing
system, consolidation of first customer account data associ-
ated with the first customer account with second customer
account data associated with the second customer account.

8. The method of claim 1, further comprising, after asso-
ciating the first customer account and the second customer
account with the identifier:

receiving, by the computing system, a request to modify

first customer account data associated with the first cus-
tomer account; and

in response to the request, modifying, by the computing

system, second customer account data associated with
the second customer account.

9. The method of claim 1, wherein comparing the customer
account data with the personal identification information
comprises:

detecting, by the computing system, from the personal

identification information and from the customer
account data, first customer identification information
corresponding to the first customer account and second
customer identification information corresponding to
the second customer account; and
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determining, by the computing system, whether the first
customer identification information matches the second
customer identification information.

10. The method of claim 9, wherein comparing the cus-
tomer account data with the personal identification informa-
tion comprises:

detecting, by the computing system, from the personal

identification information and from the customer
account data, third customer identification information
corresponding to the first customer account and fourth
customer identification information corresponding to
the second customer account; and

determining, by the computing system, whether the third

customer identification information matches the fourth
customer identification information.

11. The method of claim 4, wherein the external third-party
database includes United States Postal Service data, con-
sumer credit data, marketing data, demographic data, survey
data, one or more telephone directories, public record files,
court record files, or any combination thereof.

12. An article of manufacture including a non-transitory
computer readable medium having instructions stored
thereon that, in response to execution by a computer system,
cause the computer system to carry out operations compris-
ing:

conducting a search of at least one external database to

obtain personal identification information associated
with record data including a first record and a second
record;

comparing the record data with the personal identification

information;

identifying the first record and the second record based on

comparing the record data and the personal identifica-
tion information, wherein the record data lists the first
record and the second record as corresponding to differ-
ent individuals, and wherein the personal identification
information indicates that the first record and the second
record correspond to a single individual;

determining that the first record and the second record

correspond to the single individual; and

associating the first record and the second record with an

identifier that is associated with the single individual.

13. A system comprising:

at least one processor; and

a non-transitory memory having instructions stored

thereon that, in response to execution by the at least one
processor, cause the system to perform operations com-
prising:
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conducting a search of at least one external database to
obtain personal identification information associated
with customer account data including a first customer
account and a second customer account;

comparing the customer account data with the personal

identification information;

determining, based on comparing the customer account

data with the personal identification information, that
the first customer account and the second customer
account actually belong to a single customer, wherein
the customer account data lists the first customer
account and the second customer account as belonging
to different customers; and

associating the first customer account and the second cus-

tomer account with an identifier that is associated with
the single customer.

14. The article of manufacture of claim 12, wherein the first
record corresponds to a first customer account, and wherein
the second record corresponds to a second customer account.

15. The article of manufacture of claim 12, wherein the first
record and the second record correspond to law enforcement
records.

16. The article of manufacture of claim 12, wherein the
operations further comprise:

receiving the first record from a first municipality; and

generating the second record, wherein the second record

corresponds to a second municipality.

17. The system of claim 13, wherein associating the first
customer account and the second customer account with the
identifier comprises storing the identifier as part of the cus-
tomer account data associated with the first customer account
and the customer account data associated with the second
customer account.

18. The system of claim 13, wherein the identifier com-
prises a persistent 1D that is unique to the single customer.

19. The system of claim 13, wherein the personal identifi-
cation information corresponds to data received based on a
communication from the single customer that indicates that
the first customer account should be linked with the second
customer account.

20. The system of claim 13, wherein the operations further
comprise: after associating the first customer account and the
second customer account with the identifier, in response to a
communication from the single customer that indicates that
the second customer account should not be linked to the first
customer account, disassociating the second customer
account with the identifier.
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